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Abstract: 

“Knowledge is power” is an old adage that has been found to be true in today’s information age. Knowledge is derived from 

having access to information. The ability to gather information from large volumes of data (Big data) has become an issue of 

relative importance. Big Data Analytics (BDA)[4] is the term coined by researchers to describe the art of processing, storing and 

gathering large amounts of data for future examination. A goal is to secure the big data from cyber threads by using cyber 

security. In this paper, we explore recent research works in cyber security in relation to big data. We highlight how big data is 

protected and stored. Also BDA tools as defend against [6] malware attacks, hacking attacks, social attacks, and advance 

persistent threads, Access control and encryption are the cyber security methods to secure the big data from threads is the main 

concept of this project. Access control tends to be more flexible, and is easier to implement. When Big Data is transmitted to the 
cloud, a security issue emerges. Most organizations would not want their data in the hands of another organization, thus the need 

for encryption. A common approach is the use of data masking schemes. When the data is transmitted, it is not encrypted because 

the approaches used to transmit the data requires that the data be decrypted. This exposes the data to attacks. [9] Confidentiality 

breach is the biggest threat to big data thus the encryption could be used as the primary big data protection technique.  

 

I. INTRODUCTION: 

 

Over the past 15 years, data has increased exponentially in 

various applications which has led to the big data era. It is 

worth noting that big data has some peculiar features which 

can be leveraged for various purposes. One of these is the use 
of big data for detecting risks or attacks. “As our technological 

powers increase, the side effects and potential hazards also 

escalate” is a quote by Alvin Toffler which perfectly sums up 

the world we live in now. Hacking was at first akin to public 

defacements of things.  However, these days hacking became 

more calculated and motivated.  

 

II. DOMAIN-CYBER SECURITY: 

 

Cyber security aims at reducing the attack vectors/points to a 

minimal, because it is impossible secure every attack point. An 

attacker only has to be successful once which has 
consequently made the job of securing systems very 

challenging. The number of attackers out there out-number the 

people trying to protect it. This is because there is so much 

information out there that can turn anyone into an attacker. 

With this in mind, [1] cyber security has now gone beyond the 

traditional way of only focusing on prevention to a more 

sophisticated PDR paradigm which is: Prevent, Detect and 

Respond (PDR). Big data is expected to play a major role in 

this emerging PDR paradigm. 

 

[1] Cyber security is important because government, military, 
corporate, financial, and medical organizations collect, 

process, and store unprecedented amounts of data on 

computers and other devices. A significant portion of that data 

can be sensitive information, whether that be intellectual 

property, financial data, personal information, or other types of 

data for which unauthorized access or exposure could have 

negative consequences. Organizations transmit sensitive data 

across networks and to other devices in the course of doing 

businesses, and cyber security describes the discipline 

dedicated to protecting that information and the systems used 

to process or store it. 

 

BIG DATA: 

"Big data" is a field that treats ways to analyse, systematically 
extract information from, or otherwise deal with data sets that 

are too large or complex to be dealt with[2] by traditional data-

processing application-software. 

 

[2]Big data challenges include capturing data, data storage, 

data-analysis, sharing, transfer, visualization, querying, 

updating, information privacy and data source. Big data was 

originally associated with three key concepts: volume, variety, 

and velocity. When we handle big data, we may not sample 

but simply observe and track what happens. Therefore, [10] 

big data often includes data with sizes that exceed the capacity 

of traditional software that is stored in the cloud storage [11] 

 

III. SCOPE OF THE PROJECT: 

 

Data has increased exponentially in various applications which 

has led to the big data era. It is worth noting that big data has 

some peculiar features which can be leveraged for various 

purposes.[3] One of these is the use of big data for detecting 

risks or attacks. Hacking was at first akin to public 

defacements of things. Hackers hacked for fun and for 

notoriety. However, these days, attacks are more calculated 

and motivated. To prevent hacking, we go with cyber security. 
Big Data Analytics (BDA) [4] as a Tool to Combat Diverse 

Attacks like hacking, malware, human errors, advanced 

persistent threads, social attacks. Encryption and access 

control were the mainstream approaches for big data security. 

However, researchers have tried other approaches that may or 

may not involve some form of encryption [9]. The nature of 

big data makes it difficult to protect everything. Some 

researchers have tried to determine the important parts of big 
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data to protect those parts only. They tried to secure the 

attributes of big data that are really important/valuable because 

protecting everything is a difficult task. They use data masking 

to protect these high valued attributes. To determine the 

attributes that are of value, they use a ranking algorithm that 
prioritizes attributes for big data security. 

 

EXISTING SYSTEM: 

In a previous system, the nature of big data makes it difficult 

to protect everything, it is so complex to implement large 

number of data. For the access control and privacy of big data, 

the work in presented a hybrid approach-based framework that 

composes and enforces privacy policies to capture privacy 

requirements in an access control system, a cloud security 

control mechanism based on big data. Cloud computing was 

observed to have increased the amount of data in the network. 

Due to this,[7]big data leaks and losses occurred. Therefore, 
there was the need to provide the necessary level of protection. 

To that end,[8] they conducted an analysis on big data, 

analysed the current big data situation. 

 

DISADVANTAGES: 

 Complexity in occurs on enormous number of data. 

 Implementation of cybersecurity is difficult. 

 Encryption and access control should be not used. 

 Pointing of attributes is not easy. 

 Hackers still break the security firewall. 

 
PROPOSED SYSTEM: 

In this project, Attributes characteristics should be easily 

noted, then they could secure by security masking and 

encrypted and access should be given by that cloud authority.  

A foreign Exchange application is being used to overcome a 

disadvantage occurs in the existing method by implementing 

encryption and access control to protect data by selecting 
attributes based on ranking algorithm to select important 

attribute value. Instead of protect all the data we can select 

important attributes of big data to protect that main parts so the 

whole big data information should be protected. 

 
ADVANTAGES: 

 

 Effective data protection tool. 

 No more complexity. 

 Efficient for data protection.  

 Should be easy to implement. 

 Identifications of information should be in control 

 

IV. METHODS: 

 

ACCESS CONTROL AND ENCYPTION: 

Encryption and access control are similar in the sense that they 

are both synonymous with privacy and prevention. Data can 
be available to either a trusted or untrusted entity. Encryption 

ensures that only authorized trusted entities can view the data. 

[8] Access control however tries to limit the access to data. 

The data limitations usually happen amongst trusted parties. 

Encryption techniques have to be stronger than access control 

techniques. Encryption imposes very strong limitations over 

data confidentiality. 

 

BIG DATA ANALYTICS: 

Big data analytics [9] is the often-complex process of 

examining large and varied data sets, or big data, to uncover 
information such as hidden patterns, unknown correlations, 

market trends and customer preferences that can help 

organizations make informed business decisions. Big data 

analytics is a form of advanced analytics, which involves 

complex applications with elements such as predictive models, 

statistical algorithms and what-if analysis powered by high-
performance analytics systems. Big data analytics applications 

enable big data analysts, data scientists, predictive modelers, 

statisticians and other analytics professionals to analyse 

growing volumes of structured transaction data, plus other 

forms of data that are often left untapped by conventional BI 

and analytics programs. Here, [4][6] BDA is used as a  

 
Tool to combat diverse attacks such as social attacks, malware 

attacks, advanced persistent threats, etc. [4] BDA is used to 

combat the diverse attacks and the type of attacks. It is also 

used o identify the highly sensitive data and provide security 

against the various types of attacks. 

 

BIG CRYPT: 

Big crypt [11] method is used to provide encryption to 

heterogeneous data resources by the method of “Re-

Encryption” algorithm. The method involves generation of 
symmetric key. The symmetric key is used in both the 

encryption of plain text and decryption of cipher text. While 

the transaction takes place at first the by using symmetric key 

encryption a private key is generated then the receiver will 

have a public key so that the person can access the amount. 

[11] Method involves generation symmetric key at the sender 

side and a public receiver key for the whole transaction. 

 

ALGORITHM: 

RSA algorithm is one of the first-key cryptosystems and 

widely used for secure data transmission. This stands for 
Rivest-Shamir-Adleman who are the founders of the algorithm 

and initially released in 1997. RSA was mainly found to 

publish a public key based on two large prime numbers, along 

with an auxiliary value. Often this is used to pass an encrypted 

shared key for symmetric key cryptography. 

 

PLATFORM KNOWLEDGE- JAVA: 
Java programming language was originally developed by Sun 

Microsystems, which was initiated by James gosling and 

released in 1995 as a core component of Sun Microsystems 

Java platform. Initially, the language was called “Oak” but it 

was renamed as Java in 1995. The primary motivation of this 
language was the need for a platform independent language.  

Finally, Java is for internet programming whereas C was to 

system programming.  

 

JAVA ARCHITECTURE: 

Java is a high-level Object-oriented programming language. A 

program written in high level language cannot be run on any 

machine directly. First, it needs to be translated into that 

particular machine language. The java compiler does this 

thing, it takes java program (.java file containing source code) 

and translates it into machine code (referred as byte code or 
.class file). Java Virtual Machine (JVM) is a virtual machine 

that resides in the real machine (your computer) and 

the machine language for JVM is byte code. JVM executes the 

byte code generated by compiler and produce output. JVM is 
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the one that makes java platform independent. The J2EE 

stands for Java platform Enterprise Edition. J2EE is a platform 

independent, java centric environment from Sun Micro system 

for developing, building and deploy web-based enterprise 

applications online. The J2EE platform consists of set of 

services, APIs and protocols that provide functionality for 

developing multi-tired web-based applications.  

 

  
SYSTEM ARCHITECTURE: 

 
 

V. CONCLUSION: 
 

In this project, a foreign exchange application is used to 

overcome a disadvantage occurs in the existing method by 

implementing encryption and access control, instead of protect 

all the data we can select important attributes of big data to 
protect that main parts so the whole big data information 

should be protected. by this paper we can get an idea of 

regulating big data and also protecting big data by easily, A 

goal is to secure the big data from cyber threads by using 
cyber security. In this paper, we explore recent cyber threads 

by using cyber security. 
 

VI. FUTURE ENHANCEMENT: 

 

In this paper, we explore recent research works in cyber 

security in relation to big data. We highlight how big data is 
protected and stored. In future some [5] malware can attack 
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the big data that should be defend by some implementation 

technique, in my project access control and encryption has 

some default in future to overcome the defects of attributes 

errors.  

 

SYSTEM REQUIREMENTS: 

 

HARDWARE REQUIREMENTS: 

 System: Pentium Dual Core. 

 Hard Disk: 120 GB and above. 

 Monitor: 15’’ LED 

 Input Devices: Keyboard, Mouse 

 Ram: 2 GB. 

 

SOFTWARE REQUIREMENTS: 

 Operating system: Windows 7,8 and new versions. 

 Coding Language: JAVA/J2EE 

 Tool: Eclipse Neon 

 Database: MYSQL 
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